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Objective:

Comparison of data security of the electronic patient diary smart medication™ with
manual documentation in a paper diary. Assurance of market approval and certifi-
cation of smart medication™ as a medical device according to national and inter-
national regulations.

Method:

The risk assessment method PHA (Preliminary Hazard Analysis) based on the risk
management standards I1SO 14971:2007 and EN ISO 14971:2012 was used to com-
pare risks associated with the electronic documentation platform smart medicati-
on™ with the traditional methods of paper documentation. Conceivable scenarios,
such as loss of data, incorrect data transmission and possible misuse of data have
been analyzed and evaluated using a risk-based approach.

Results:

The risk assessment revealed clear advantages for the electronic patient di-

ary in particular in the following areas:

« no irreversible data loss possible

- error minimization through plausibility checks during the
patient’s entry and later by the physician or the hemophilia nurses

« seamless traceability of all data inputs and amendments

« highly reduced risk of data misuse due to pseudonymization and access rights
control to the electronic diary

« sustainable long-term storage reliability
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Comparison btw. paper based and electronic

diary shows significant risk reduction.

All ALARP (risks as low as reasonably practicable) could be mitiga-
ted to acceptable risks.

FIG. 6 ELECTRONIC DIARY (RISK ACCEPTANCE MATRIX)
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Summary:

The results show that the electronic patient diary is clearly superior to paper
documentation in terms of the confidentiality, security and integrity of the data.
The comparison shows significant risk reduction in favor of electronic patient
diary smart medication™. However, the selection and implementation of appro-
priate measures for minimizing risks is decisive. In doing so, product manufactu-
rers must take into account not only the relevant standards, directives and laws,
but also technical frameworks such as the recommendations of the Federal
Office for Information Security (Bundesamt fiir Sicherheit in der Informations-
technik, BSI) or standard ISO/IEC 27000 series on information security.

FIG. 1
DEFINITION OF SEVERITY CATEGORIES (ACCORDING TO EN ISO 14971)

Marginal No physical harm

Minor No medical intervention needed. Impairment unlikely.

Major Medical intervention advisable. Reversible and not life-threatening impairment possible.
Severe Medical intervention needed. Irreversible harm with a degree of impairment possible.

Catastrophic  Iireversible harm with a degree of impairment likely. One or more deaths.

FIG. 2
DEFINITIONS OF PROBABILITY CATEGORIES (ACCORDING TO EN ISO 14971)

Probablllty ~ Number of events

Assumptions:
x=2000 installations of smart medicatior™ medical app

Regularly 1000 - 10000 y =5 years usage (product lifetime)

Frequently 103 100 - 1000 z =1 patient per year per installation

Occasionally 104 10 - 100 u =120 treatments per patient per year (approx. every 3rd day)
- =108

Rarely 10% 1-10 v=1x (2000 x 5) x 120 =10° uses in total

Unlikely 10° 01-1 Note: one event corresponds to one data entry in a patient diary

Unthinkable 107 01

FIG.3
PRINCIPLE PHA RISK ACCEPTANCE MATRIX
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FIG. 4
RISK ASSESSMENT WITH PRELIMINARY HAZARD ANALYSIS (PHA)
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